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ABSTRACT 
Freedom of expression is a fundamental right essential to democratic governance and the protection of 

human rights. In Bangladesh, the rise of digital media has created new avenues for public discourse 

and activism, offering a platform for citizens to voice their opinions and challenge authority. However, 

this expansion of digital expression has been met with significant challenges, including restrictive legal 

frameworks, government surveillance, and censorship, particularly through the Digital Security Act 

(DSA) of 2018. The DSA, with its broad and vague provisions, has been widely criticized for 

criminalizing dissent and stifling freedom of expression. This study explores the implications of these 

challenges on human rights in Bangladesh, focusing on the intersection of digital media and state 

power. It examines the legal, political, and social pressures that inhibit free expression online, 

including the use of surveillance and monitoring to silence critics. The paper also highlights the human 

rights consequences of these actions, such as the erosion of privacy, the suppression of civil society, 

and the disproportionate impact on vulnerable groups. The study concludes by discussing potential 

pathways for improving freedom of expression in Bangladesh, emphasizing the need for legal reforms, 

the strengthening of civil society, and greater international engagement. By addressing these issues, 

Bangladesh can work towards a more open and democratic society where freedom of expression is 

protected and respected. 
 

Keywords:  Digital Media Censorship, Freedom of Expression, Human Rights Violations, Internet Freedom, 

 Regulatory Restrictions. 
  

Introduction 
 

Freedom of expression is a fundamental human right enshrined in various international 

treaties and national constitutions, including that of Bangladesh. It serves as the bedrock of 

democratic societies, enabling citizens to express their views, access information, and hold 

those in power accountable. In recent years, the rise of digital media has transformed how 

people communicate and engage with the world, offering new opportunities for expression 

and activism. However, in Bangladesh, this evolution has been met with significant 

challenges, including legal restrictions, government surveillance, and attacks on individuals 

who speak out online. 

 

This article explores the complex landscape of freedom of expression in Bangladesh, 

focusing on the role of digital media and the human rights implications of these challenges. It 

examines the legal framework governing digital expression, the impact of digital media on 

social and political discourse, the government's response to online dissent, and the broader 

implications for human rights and democracy in the country. 

 

The Evolution of Digital Media in Bangladesh 

The advent of digital media in Bangladesh has dramatically altered the country's 

communication landscape. With the proliferation of internet access and the widespread use of 

smartphones, millions of Bangladeshis have become active participants in the digital space. 
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Social media platforms like Facebook, Twitter, and YouTube, along with online news portals 

and blogs, have become central to how people share information, express opinions, and 

mobilize around social and political issues. 

 

Digital media has democratized information, allowing citizens to bypass traditional 

gatekeepers such as state-controlled or politically aligned print and broadcast media. This 

shift has empowered individuals and groups, particularly those marginalized by mainstream 

media, to voice their concerns and advocate for change. It has also facilitated the rapid 

dissemination of information, enabling real-time reporting on events and issues that might 

otherwise go unnoticed. 

 

However, the rise of digital media has also introduced new challenges, particularly in the 

context of Bangladesh's complex political and social environment. While digital platforms 

offer unprecedented opportunities for free expression, they also provide new tools for 

surveillance, censorship, and control by both state and non-state actors. 

 

Legal Framework Governing Digital Expression 

In Bangladesh, the legal framework governing digital expression is both complex and 

restrictive, reflecting the government's attempts to regulate the rapidly evolving digital 

landscape. Several laws and regulations have been enacted or amended in recent years, 

ostensibly to address issues such as cybercrime, hate speech, and misinformation. However, 

these laws have been widely criticized for their vague language, broad scope, and potential to 

be used as tools of repression. 

 

The Digital Security Act (DSA) of 2018 

The Digital Security Act (DSA) is the most significant and controversial piece of legislation 

affecting digital expression in Bangladesh. Enacted in 2018, the DSA was introduced to 

address cybercrime, protect national security, and prevent the spread of "harmful" content 

online. However, the law has faced widespread criticism from journalists, human rights 

activists, and international organizations for its potential to stifle free expression and 

criminalize legitimate dissent. 

 

The DSA includes several provisions that are particularly problematic: 

1. Vague and Broad Definitions: The DSA contains vague definitions of offenses such as 

"hurting religious sentiment," "defaming the country," and "propagating false 

information." These terms can be broadly interpreted, allowing for the prosecution of 

individuals for a wide range of online activities, including criticism of the government or 

religious institutions. 

2. Severe Penalties: The law imposes harsh penalties, including long prison sentences and 

hefty fines, for those found guilty of violating its provisions. This has created a climate of 

fear among journalists, bloggers, and social media users, leading to widespread self-

censorship. 

3. Arbitrary Arrests and Detention: The DSA grants law enforcement agencies broad 

powers to arrest and detain individuals without a warrant based on the suspicion of 

committing a digital offense. This has led to numerous cases of arbitrary arrests, with 

individuals being detained for extended periods without trial. 

4. Lack of Judicial Oversight: The law lacks adequate safeguards to protect against abuse, 

including the absence of independent judicial oversight over the actions of law 

enforcement agencies. This has raised concerns about the potential for misuse of the law 

to target political opponents and silence dissent. 
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Since its enactment, the DSA has been used to prosecute and imprison numerous individuals, 

including journalists, bloggers, and activists, for their online activities. High-profile cases 

have included the arrest of journalist Shafiqul Islam Kajol, who was charged under the DSA 

for his social media posts, and the detention of cartoonist Ahmed Kabir Kishore, who was 

accused of "spreading rumors" about the government’s handling of the COVID-19 pandemic. 

 

Other Relevant Laws and Regulations 

In addition to the DSA, several other laws and regulations impact digital expression in 

Bangladesh: 

1. Information and Communication Technology (ICT) Act of 2006: Before the 

enactment of the DSA, the ICT Act was the primary law governing digital expression in 

Bangladesh. The law included provisions similar to those in the DSA, including criminal 

penalties for online defamation and "hurting religious sentiments." While the ICT Act 

was partially replaced by the DSA, some of its provisions remain in force, contributing to 

the overall restrictive legal environment. 

2. Telecommunications Act of 2001: This law governs the telecommunications sector in 

Bangladesh, including internet service providers (ISPs). The act grants the government 

broad powers to monitor and intercept communications, raising concerns about the 

privacy of online communications and the potential for surveillance. 

3. Cyber Tribunal Act: The Cyber Tribunal Act established a special tribunal to adjudicate 

cases related to cybercrime, including those prosecuted under the DSA and ICT Act. The 

tribunal has been criticized for its lack of independence and transparency, with concerns 

about the fairness of trials and the potential for political interference. 

4. Official Secrets Act of 1923: A relic of the British colonial era, the Official Secrets Act 

criminalizes the disclosure of classified information. While not specifically targeted at 

digital expression, the act has been used to prosecute journalists and activists who obtain 

and publish sensitive government information. 

 

Impact of Digital Media on Social and Political Discourse 

Digital media has had a profound impact on social and political discourse in Bangladesh, 

providing new platforms for expression, activism, and engagement. However, the potential of 

digital media to foster democratic dialogue and social change has been tempered by the 

challenges and risks associated with online expression. 

 

Social Media as a Tool for Activism 

Social media platforms have become essential tools for activism in Bangladesh, enabling 

individuals and groups to mobilize around social and political issues, raise awareness, and 

coordinate collective action. Notable examples include the Shahbagh Movement of 2013, 

where social media played a crucial role in organizing protests demanding the death penalty 

for war criminals, and the 2018 student protests, where students used social media to demand 

safer roads and better governance. 

 

These movements demonstrated the power of digital media to amplify voices that might 

otherwise be marginalized and to challenge the status quo. However, they also highlighted 

the risks associated with online activism, including government surveillance, censorship, and 

reprisals against those involved. 

 

Misinformation and Hate Speech 

The rise of digital media has also brought challenges related to misinformation and hate 

speech, which can exacerbate social tensions and fuel violence. In Bangladesh, 
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misinformation has been spread online about a range of issues, including political events, 

religious matters, and public health. In some cases, false information has led to real-world 

violence, such as the attacks on Hindu communities in 2016 following the spread of a fake 

Facebook post that allegedly insulted Islam. 

 

The government has cited the need to combat misinformation and hate speech as a 

justification for restrictive laws like the DSA. However, critics argue that these laws are often 

used to suppress legitimate expression rather than address the underlying issues. Moreover, 

efforts to combat misinformation must be balanced against the need to protect free speech 

and avoid censorship. 

 

The Role of Digital Media in Elections 

Digital media has become an increasingly important factor in elections in Bangladesh, 

influencing public opinion and voter behavior. Social media platforms are used by political 

parties, candidates, and supporters to campaign, share information, and engage with voters. 

However, the use of digital media in elections has also raised concerns about the spread of 

misinformation, the use of fake news, and the manipulation of public opinion through 

coordinated online campaigns. 

 

In the 2018 general elections, there were reports of widespread use of social media by 

political parties to influence the outcome, including the dissemination of false information 

and the targeting of opposition supporters. The government also took steps to restrict access 

to the internet and social media platforms during the election period, raising concerns about 

the impact on free expression and the transparency of the electoral process. 

 

Government Response to Online Dissent 

The Bangladeshi government has responded to the rise of digital media and online dissent 

with a combination of legal, technological, and coercive measures aimed at controlling the 

digital space. These measures have had significant implications for freedom of expression 

and human rights in the country. 

 

Surveillance and Monitoring 

The government has invested heavily in surveillance technology and infrastructure, enabling 

it to monitor online communications and track the activities of individuals and groups. This 

includes the monitoring of social media platforms, messaging apps, and websites, as well as 

the use of spyware and hacking tools to gain access to private communications. 

 

Surveillance is often conducted without adequate legal safeguards or oversight, raising 

concerns about violations of the right to privacy and the potential for abuse. Individuals 

targeted by surveillance may be subjected to harassment, intimidation, or arrest, particularly 

if they are involved in activism or criticism of the government. 

 

Censorship and Content Regulation 

Censorship is a common tactic used by the government to control online content and suppress 

dissent. This includes the blocking of websites, social media pages, and news portals that are 

deemed to be critical of the government or to promote "unacceptable" content. In some cases, 

entire platforms have been temporarily blocked, particularly during periods of political unrest 

or elections. 
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The government also pressures online platforms and ISPs to remove content that it finds 

objectionable. This has led to the deletion of social media posts, the closure of accounts, and 

the removal of news articles. While some platforms have policies in place to protect freedom 

of expression, they often comply with government requests to avoid being blocked or 

penalized. 

 

Arrests and Prosecution of Online Critics 

One of the most concerning aspects of the government's response to online dissent is the use 

of arrests and prosecutions to silence critics. Under the DSA and other laws, individuals have 

been arrested for a wide range of online activities, including posting critical comments about 

the government, sharing satirical content, and raising awareness about human rights abuses. 

 

These arrests are often carried out in a manner that violates due process rights, with 

individuals being detained without a warrant, denied access to legal representation, and 

subjected to prolonged pretrial detention. The use of the law to target journalists, bloggers, 

and activists has created a climate of fear, leading many to self-censor or avoid discussing 

sensitive topics online. 

 

Human Rights Implications 

The challenges to freedom of expression in Bangladesh, particularly in the digital realm, have 

significant implications for human rights. The restrictions on digital expression not only 

violate the right to freedom of speech but also have broader effects on other fundamental 

rights, including the right to privacy, the right to information, and the right to a fair trial. 

 

Right to Privacy 

The extensive surveillance and monitoring of online communications by the government 

raise serious concerns about the right to privacy. The lack of transparency and oversight in 

surveillance practices means that individuals are often unaware that they are being monitored 

and have no recourse to challenge the intrusion into their private lives. 

 

The right to privacy is a cornerstone of human dignity and autonomy, and its violation can 

have far-reaching consequences. In Bangladesh, the fear of surveillance has led to self-

censorship and a chilling effect on free expression, with individuals avoiding discussions on 

sensitive topics to protect themselves from potential repercussions. 

 

Right to Information 

The right to information is closely linked to freedom of expression, as it enables individuals 

to access the information they need to make informed decisions and participate in public life. 

In Bangladesh, the blocking of websites, the censorship of online content, and the targeting of 

journalists and news outlets undermine the public's right to access accurate and diverse 

information. 

 

The restriction of information is particularly concerning in the context of important social and 

political issues, such as elections, public health, and human rights. When information is 

censored or manipulated, it becomes difficult for citizens to hold their government 

accountable and to make informed choices about their leaders and policies. 

 

Right to a Fair Trial 

The use of laws like the DSA to arrest and prosecute individuals for their online activities 

raises concerns about the right to a fair trial. In many cases, those accused of digital offenses 
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are subjected to arbitrary arrest, prolonged detention without trial, and a lack of access to 

legal representation. The special cyber tribunals established to handle these cases have been 

criticized for their lack of independence and transparency, leading to concerns about the 

fairness of the judicial process. 

 

The right to a fair trial is a fundamental aspect of the rule of law, and its violation has serious 

implications for justice and human rights. In Bangladesh, the use of the legal system to target 

online critics not only undermines the rule of law but also contributes to a climate of fear and 

repression. 

 

Broader Implications for Democracy and Governance 

The challenges to freedom of expression in Bangladesh, particularly in the digital sphere, 

have broader implications for democracy and governance in the country. A free and open 

digital space is essential for the functioning of a healthy democracy, as it enables citizens to 

express their views, engage in debate, and hold their government accountable. 

 

When digital expression is restricted, it undermines democratic processes and institutions. 

The suppression of dissent and the manipulation of information erode public trust in the 

government and the media, leading to disillusionment with the democratic process. This can 

contribute to political instability, social unrest, and a decline in the quality of governance. 

 

Moreover, the repression of digital expression and the violation of human rights can damage 

Bangladesh's international reputation and its relationships with other countries. As a member 

of the United Nations and a signatory to various international human rights treaties, 

Bangladesh has a responsibility to uphold the rights of its citizens and to ensure that its laws 

and practices are in line with international standards. 

 

The Role of Civil Society and International Community 

In the face of these challenges, civil society organizations and the international community 

play a crucial role in advocating for freedom of expression and the protection of human rights 

in Bangladesh. These actors can help to raise awareness of the issues, provide support to 

those affected, and apply pressure on the government to reform its laws and practices. 

 

Civil Society Organizations 

Civil society organizations (CSOs) in Bangladesh, such as the Bangladesh Center for Human 

Rights and Development (BCHRD), Odhikar, and the Dhaka-based Center for Governance 

Studies, have been at the forefront of efforts to defend freedom of expression and human 

rights. These organizations engage in a range of activities, including documenting human 

rights abuses, providing legal assistance to those targeted by repressive laws, and advocating 

for legal reforms. 

 

CSOs also play a key role in promoting digital literacy and awareness, helping citizens to 

navigate the complex digital landscape and to understand their rights and responsibilities 

online. By empowering individuals and communities, CSOs contribute to the resilience of 

civil society and the defense of democratic values. 

 

International Community 

The international community, including foreign governments, international organizations, 

and human rights groups, has a significant role to play in supporting freedom of expression 

and human rights in Bangladesh. This includes diplomatic efforts to engage with the 
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Bangladeshi government on these issues, as well as providing funding and technical 

assistance to civil society organizations and independent media. 

 

International human rights organizations, such as Human Rights Watch, Amnesty 

International, and Reporters without Borders, have been vocal in their criticism of the DSA 

and other repressive laws in Bangladesh. These organizations provide important platforms for 

raising awareness of the challenges faced by journalists, activists, and ordinary citizens, and 

for holding the Bangladeshi government accountable to its international obligations. 

 

Potential Pathways for Improvement 

While the challenges to freedom of expression in Bangladesh are significant, there are 

potential pathways for improvement that could help to create a more open and democratic 

digital space. 

 

Legal Reforms 

One of the most urgent needs is the reform or repeal of laws that restrict digital expression, 

particularly the DSA. Legal reforms should aim to protect freedom of expression while 

addressing legitimate concerns such as cybercrime and misinformation. This could include 

clearer definitions of offenses, proportional penalties, and stronger safeguards against misuse 

of the law. 

 

Reforming the legal framework to align with international human rights standards would not 

only protect the rights of individuals but also enhance Bangladesh's reputation as a 

democratic nation committed to the rule of law. 

 

Strengthening Civil Society and Independent Media 

Supporting civil society organizations and independent media is crucial for defending 

freedom of expression and human rights in Bangladesh. This could involve providing 

funding, capacity-building, and legal assistance to organizations and individuals working in 

this field. 

 

Efforts should also be made to promote media literacy and digital literacy, helping citizens to 

critically evaluate information and to understand their rights and responsibilities online. By 

empowering individuals and communities, these initiatives can contribute to a more informed 

and engaged citizenry. 

 

International Engagement and Advocacy 

Continued international engagement is essential for promoting freedom of expression and 

human rights in Bangladesh. This includes diplomatic efforts to encourage the Bangladeshi 

government to reform its laws and practices, as well as support for civil society organizations 

and independent media. 

 

International organizations and foreign governments can also play a role in advocating for the 

rights of those targeted by repressive laws, including through public statements, diplomatic 

pressure, and the provision of asylum or other forms of protection to individuals at risk. 

 

How to ensure privacy? 

Ensuring privacy, especially in the digital age, is crucial for protecting individual freedoms 

and fostering a safe environment for free expression. In Bangladesh, safeguarding privacy 
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requires a combination of legal, technological, and institutional measures. Here are some 

strategies to ensure privacy: 

 

1. Strengthen Legal Protections 

• Enact Comprehensive Data Protection Laws: Introduce robust data protection 

legislation that regulates the collection, processing, and storage of personal data by both 

government and private entities. Such laws should ensure that individuals have control 

over their data and that their privacy is respected. 

• Limit Government Surveillance: Amend existing laws to restrict government 

surveillance to cases where it is necessary, proportionate, and authorized by an 

independent judicial body. Surveillance activities should be transparent and subject to 

regular audits. 

• Safeguard against Unauthorized Access: Strengthen legal penalties for unauthorized 

access to personal data, including hacking and misuse by government officials or private 

entities. 

 

2. Implement Technological Solutions 

• Encryption: Encourage the use of end-to-end encryption in communication platforms, 

including messaging apps, emails, and cloud services, to protect data from unauthorized 

access during transmission. 

• Secure Infrastructure: Invest in secure digital infrastructure to protect against 

cyberattacks and data breaches. This includes regular updates to security protocols and 

training for IT personnel in government and private sectors. 

• Data Anonymization: Implement data anonymization techniques to protect individual 

identities in large datasets, especially in public health, law enforcement, and other 

sensitive areas. 

 

3. Strengthen Institutional Oversight 

• Establish an Independent Privacy Commission: Create an independent body 

responsible for monitoring and enforcing privacy laws, handling complaints, and ensuring 

that government surveillance practices adhere to legal standards. 

• Judicial Oversight of Surveillance: Require that all government surveillance activities 

be approved by an independent judiciary. This ensures that surveillance is only conducted 

when absolutely necessary and is closely monitored to prevent abuse. 

• Transparency Reports: Mandate regular transparency reports from both government 

agencies and private companies regarding data requests, surveillance activities, and data 

breaches. These reports should be publicly accessible to ensure accountability. 

 

4. Promote Digital Literacy and Awareness 

• Public Education Campaigns: Launch campaigns to educate the public about their 

privacy rights and how to protect their personal information online. This can include 

information on using strong passwords, recognizing phishing attempts, and understanding 

privacy settings on social media. 

• Training for Professionals: Provide training for journalists, activists, and civil society 

members on digital security practices, such as using encrypted communication tools and 

secure data storage methods. 

 

5. International Cooperation and Standards 

• Adopt International Privacy Standards: Align national privacy laws and practices with 

international standards, such as the General Data Protection Regulation (GDPR) or the 
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International Covenant on Civil and Political Rights (ICCPR). This ensures that privacy 

protections are robust and consistent with global best practices. 

• Engage in International Advocacy: Collaborate with international organizations and 

digital rights groups to advocate for global norms on privacy and to share best practices 

for protecting privacy in the digital age. 

 

6. Encourage Responsible Corporate Practices 

• Corporate Accountability: Encourage or mandate that companies operating in 

Bangladesh adopt strong privacy policies, conduct regular privacy audits, and be 

transparent about their data collection and processing practices. 

• Opt-In Consent: Ensure that companies obtain explicit consent from users before 

collecting or processing personal data. Users should have the ability to opt-out at any 

time, and their data should be deleted upon request. 

 

7. Empower Civil Society 

• Support Privacy Advocacy Groups: Strengthen civil society organizations that focus on 

privacy rights and digital freedom. These groups can advocate for stronger privacy 

protections, offer legal assistance, and raise public awareness about privacy issues. 

• Litigation and Legal Challenges: Encourage civil society to challenge violations of 

privacy rights through the courts, establishing legal precedents that strengthen privacy 

protections. 

 

By implementing these measures, Bangladesh can significantly enhance the protection of 

privacy, ensuring that citizens can communicate, express themselves, and participate in 

society without fear of unwarranted intrusion. This is essential not only for individual 

freedom but also for the health of the country’s democracy. 

 

Case Studies on Privacy in Bangladesh 

 

1. The Digital Security Act (DSA) and Its Impact on Privacy 

Background: The Digital Security Act (DSA), enacted in 2018, was introduced in 

Bangladesh to address cyber security threats and online misinformation. However, the Act 

has faced significant criticism for its broad and vague provisions, which many argue infringe 

on privacy rights and freedom of expression. 

 

Privacy Issues: 

• Broad Surveillance Powers: The DSA grants extensive surveillance powers to law 

enforcement agencies, including the ability to monitor and access personal data without 

adequate judicial oversight. 

• Lack of Clear Boundaries: The law’s vague definitions of offenses such as “spreading 

propaganda” or “publishing false information” have led to concerns about overreach and 

misuse, potentially compromising individual privacy. 

 

Outcomes: 

• Public and Legal Criticism: The DSA has been criticized by civil rights organizations, 

legal experts, and international bodies for its potential to violate privacy rights and 

suppress dissent. 

• Legal Challenges: There have been legal challenges against the DSA, with activists and 

journalists arguing that the law infringes on fundamental rights guaranteed by the 

constitution and international treaties. 
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Lessons Learned: 

• Need for Clear Legislation: Laws affecting privacy and freedom of expression 

should be precise and narrowly tailored to avoid misuse and protect individual rights. 

• Importance of Judicial Oversight: Effective judicial oversight is crucial to prevent 

abuse of surveillance powers and ensure that privacy rights are upheld. 

 

2. The 2018 Student Protests and Digital Surveillance 

Background: In August 2018, students in Bangladesh staged widespread protests demanding 

safer roads and better traffic laws. During the protests, there were reports of increased digital 

surveillance and attempts to stifle online dissent. 

 

Privacy Issues: 

• Monitoring and Censorship: Reports emerged that the government had increased 

monitoring of social media platforms and used digital surveillance to track and suppress 

protest-related activities. 

• Crackdown on Digital Activism: Activists and participants in the protests faced 

intimidation and legal actions, including under the DSA, for their online activities and 

communications. 

 

Outcomes: 

• Suppression of Dissent: The use of digital surveillance and legal measures to suppress 

online dissent raised concerns about the erosion of privacy and freedom of expression. 

• Increased Activism: Despite the crackdown, the protests highlighted the role of digital 

media in organizing and mobilizing social movements, demonstrating both the potential 

and risks of digital activism. 

 

Lessons Learned: 

• Balancing Security and Freedom: Governments must balance the need for security with 

respect for privacy and freedom of expression, especially during times of social unrest. 

• Protecting Digital Activism: Ensuring that digital activism is protected from undue 

interference and surveillance is essential for maintaining a vibrant and open public 

discourse. 

 

3. The Bangladesh Bank Cyber Heist 

Background: In 2016, hackers exploited vulnerabilities in the Bangladesh Bank’s systems to 

steal $81 million from its account at the Federal Reserve Bank of New York. This incident 

highlighted significant issues in cyber security and data protection. 

 

Privacy Issues: 

• Data Breach: The cyber heist involved the unauthorized access and manipulation of 

sensitive financial data, impacting the privacy and security of the bank’s transactions and 

client information. 

• Regulatory Failures: The breach revealed weaknesses in the bank’s cyber security 

measures and regulatory oversight, raising concerns about the protection of financial data. 

 

Outcomes: 

• Increased Focus on Cyber security: The heist led to calls for stronger cyber security 

measures and regulatory frameworks to protect financial institutions from similar threats. 

• Revised Regulations: The incident prompted updates to regulations and practices related 

to cyber security and data protection within the banking sector. 
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Lessons Learned: 

• Strengthening Cyber security: Financial institutions must invest in robust cyber security 

measures and regularly update their systems to protect against evolving threats. 

• Regulatory Oversight: Effective regulatory oversight and enforcement are critical for 

ensuring that institutions adhere to data protection standards and practices. 
 

4. The Controversial Use of Aadhaar-Style Digital IDs 

Background: Bangladesh has explored implementing a national digital identification system 

similar to India’s Aadhaar. While intended to streamline services and improve access, the 

proposal has faced privacy concerns. 
 

Privacy Issues: 

• Centralized Data Risks: The centralization of sensitive personal data in a national ID 

system raises concerns about potential misuse, unauthorized access, and inadequate data 

protection measures. 

• Lack of Privacy Protections: There are concerns about the system’s ability to safeguard 

privacy and prevent misuse of personal information, especially if combined with 

extensive surveillance capabilities. 
 

Outcomes: 

• Public Debate: The proposal has sparked a public debate about privacy, data protection, 

and the potential risks of a centralized digital ID system. 

• Calls for Safeguards: Advocates for privacy and human rights have called for stringent 

safeguards and transparency measures to protect individuals’ data and privacy. 
 

Lessons Learned: 

• Implementing Safeguards: Any national digital ID system should include strong privacy 

protections, including data encryption, limited access, and clear consent mechanisms. 

• Transparency and Accountability: Transparency about how data is collected, used, and 

protected is crucial for gaining public trust and ensuring privacy. 
 

5. The Use of CCTV Surveillance in Dhaka 

Background: Dhaka, the capital of Bangladesh, has implemented an extensive CCTV 

surveillance system to enhance public safety and monitor traffic. However, the expansion of 

surveillance has raised privacy concerns. 
 

Privacy Issues: 

• Surveillance and Privacy: The widespread use of CCTV cameras in public spaces raises 

concerns about the extent of surveillance and the potential for misuse of footage. 

• Lack of Regulation: There is a need for clear regulations governing the use of 

surveillance footage, including restrictions on access, storage, and sharing. 
 

Outcomes: 

• Debate on Effectiveness: The effectiveness of CCTV in improving safety versus its 

impact on privacy has been debated, with calls for more balanced approaches. 

• Regulatory Proposals: There have been proposals for regulations to ensure that 

surveillance practices respect privacy and include safeguards against misuse. 
 

Lessons Learned: 

• Balancing Safety and Privacy: Implementing surveillance systems requires a balance 

between enhancing safety and protecting individual privacy. Clear regulations and 

oversight are essential. 

• Public Transparency: Transparency about surveillance practices and the protection of 

collected data are crucial for maintaining public trust and ensuring privacy. 
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These case studies reflect various aspects of privacy challenges and responses in Bangladesh. 

They highlight the need for robust legal frameworks, effective oversight, and a balance 

between security and individual rights. Addressing these issues requires a collaborative effort 

between government, civil society, and the private sector. 

 

Conclusion 
The challenges to freedom of expression in Bangladesh, particularly in the digital realm, are 

significant and multifaceted. The restrictive legal framework, government surveillance, 

censorship, and the targeting of online critics have created a climate of fear and repression 

that undermines fundamental human rights and democratic values. However, there are also 

opportunities for positive change. Legal reforms, the strengthening of civil society, and 

continued international engagement can help to create a more open and democratic digital 

space in Bangladesh. By defending the right to freedom of expression and promoting human 

rights, these efforts can contribute to a more just, inclusive, and democratic society. 

 

In the face of these challenges, it is essential to remember that freedom of expression is not 

just a legal or political issue it is a fundamental human right that is central to human dignity, 

autonomy, and the pursuit of truth. Defending this right in Bangladesh, as elsewhere, is a 

crucial part of the ongoing struggle for justice, equality, and democracy. 
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