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ABSTRACT

It is designed for intelligence reconnaissance and surveillance missions: The Metal-Eye Rover
is a smart, tiny patrol device able to perform as a small intelligence reconnaissance and sur-
veillance vehicle. For it has an intelligent processor, an Arduino Uno is in charge. In addition,
it also has the ESP8266 Wi-Fi module, the GPS module and five ultrasonic sensors. (Of
course, you provide codes for each of these functions.) There are five servo motors and a
buzzer installed for giving off alarms, as well as enabling systems not recognized yet to work
properly; the robot also acts as a real-time video implementer. The ESP32-CAM accomplish-
es this by means of OpenCV technology. All operations are carried out specialty programmat-
ic, rejoicing to see oneself doing it on the ESP8266 series modules monitor video receive au-
dio including at an IP address that the operator personally finds convenient. The ESP 32-
CAM is responsible for capturing video and transmitting it over Internet connections, while
the Arduino Uno performs a humber of tasks: managing the data collected by sensors such as
compass direction readings taken every five minutes; keeping tabs on where the geofences are
mapped; and overseeing all physical components as they operate in conjunction with others.
The software system was created with the Arduino IDE. It presents concise pin configurations
that enable easy operations. The hardware configuration is such that it is constructed in a
modular way on smart breadboards, making it possible for further reasoned modifications and
enlargements in the future. It is known that when it is employed inside or out of doors, it con-
tinues to be able to effectively identify and avoid objects. Thus, providing a cost-effective op-
tion for surveillance tasks, search and rescue missions, or even the future integration of artifi-
cial intelligence alike.

Keyword: loT, Surveillance, Robot, Sensors, Wi-Fi, Arduino, ESP32 CAM, Obstacles,
Webpage-Interface, video streaming, Camera

INTRODUCTION

In today’s world, the need for intelligent surveillance and environmental monitoring systems
has grown significantly, especially in areas that are either too dangerous or inaccessible for
humans. Imagine a scenario where a building has collapsed or a hidden cave has formed due
to an earthquake sending a human into such zones could be life-threatening. But a small, mo-
bile robot equipped with the right tools could easily explore the area, collect data, and send
back live visuals. The Metal Eye Rover is developed with exactly this vision in mind to reach
places humans cannot, and to provide critical real-time information for safety, defense, and
rescue operations.
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The Metal Eye Rover is a smart robotic vehicle designed using an Arduino Uno, ESP32-
CAM, ESP8266 Wi-Fi module, GPS, ultrasonic sensors, servo motors, a buzzer, and a cus-
tom remote-control interface. This system is capable of streaming live video, detecting obsta-
cles, tracking its location, and navigating various terrains while being controlled wirelessly
through a dedicated IP interface. The core of the project revolves around real-time environ-
mental interaction, where sensor data and video streams are integrated for better decision-
making in field operations.

The inspiration behind this project is supported by existing studies on loT-based video sur-
veillance systems. For instance, Chen et al. (2024) in their paper "Real-time Video Streaming
in 1oT Applications” published in the IEEE Internet of Things Journal, demonstrated how
video data can be streamed effectively in resource-limited environments. Similarly, other
sensor-based robotics systems have shown how modular integration can allow robots to avoid
obstacles and gather key data for remote users. Our project builds upon such foundational
ideas and focuses on developing a cost-effective, easily deployable rover that’s optimized for
both indoor and outdoor use.

The main goal of this project is to create a robotic system that can operate autonomously,
gather sensor and video data in real-time, and be remotely controlled using Wi-Fi. It com-
bines essential functionalities like obstacle detection, live video streaming, and GPS-based
tracking into a single mobile platform. The rover uses OpenCV for face detection, making it
even more capable in surveillance operations. The system is coded through Arduino IDE, en-
suring efficient communication between hardware components, motor controls, and wireless
interfaces.To ensure adaptability and future upgrades, we’ve built the system on breadboards
and modular parts, allowing improvements such as Al-based object recognition and intelli-
gent navigation in future versions. By testing in real-world environments, we’ve verified its
performance in obstacle detection and reliable communication, making the Metal Eye Rover
a promising tool for defense surveillance, rescue operations, and remote monitoring in haz-
ardous zones.

LITERATURE REVIEW

The design and operation of the Metal Eye Rover reflect significant advances in autonomous
robotics, where integrating microcontrollers, wireless technology, and sensors is key. Accord-
ing to Arduino.cc [1], the Arduino UNO R3 is a reliable microcontroller widely used in ro-
botics to manage sensor data and control motors and buzzers. It is user-friendly for both be-
ginners and experts, although its processing power can be limiting for more complex tasks.
The ESP32-CAM, detailed by Espressif Systems [2], is a compact module equipped with Wi-
Fi and a camera, frequently employed for real-time monitoring and imaging applications.
While effective for its size, it may face issues such as overheating and increased power con-
sumption during prolonged operation.For wireless communication, the ESP8266 NodeMCU
is a popular, cost-effective choice among developers working in 10T and robotics. As noted
by Espressif [3], this Wi-Fi board simplifies remote communication but has limited GPIO
pins and fewer security features, which can restrict more advanced applications.

Distance measurement commonly relies on the HC-SR04 ultrasonic sensor, a standard in
proximity detection. Maxon Motor [4] highlights its widespread use, although it may face
challenges in cluttered or chaotic environments. To enhance accuracy, many designs combine
infrared and ultrasonic sensors, often mounted on SG90 servo motors to scan wider areas.
TowerPro [5] points out the servo’s compact size and fast response, but also emphasizes the
importance of careful calibration for stable performance. Intelligent surveillance robots often
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integrate face detection, a feature enabled by OpenCV's Haar Cascade algorithms as de-
scribed by OpenCV [6]. This technology can be implemented on devices like the ESP32-
CAM, though detection accuracy varies with lighting and angles. For outdoor navigation and
tracking, GPS modules play a vital role in localization; u-blox [7] explains that GPS signals
can weaken in dense urban environments, affecting accuracy. Combining multiple sensor in-
puts, as suggested by Smith and Johnson [8], improves obstacle avoidance and route plan-
ning, yet real-time coordination of this data remains a complex challenge.Video streaming is
a crucial component of mobile surveillance robots. Research by Chen, Wang, and Zhang [9]
shows that the ESP32-CAM performs well in real-time video streaming for loT applications,
although poor Wi-Fi connectivity can degrade video quality. Additionally, Brown, Davis, and
Wilson [10] utilized servo motors to rotate sensors for better environmental scanning, en-
hancing situational awareness but requiring more precise control and additional power.These
collective advancements in microcontrollers, sensors, wireless communication, and video
streaming technologies have greatly influenced the development of the Metal Eye Rover,
providing it with smart monitoring and movement capabilities necessary for effective auton-
omous operation.

HARDWARE COMPONENTS

Figure 1: ESP-32 CAM Module Figure 2: GPS Module

Figure 1. shows the ESP32-CAM, a compact, affordable board with Wi-Fi, Bluetooth, and a
2MP camera, ideal for live streaming and face detection. It supports microSD storage and
runs on Arduino IDE. Figure 2. shows the GPS module, which provides real-time location
data for accurate navigation and tracking.

Figure 3: Arduino UNO Figure 4: Ultrasonic Sensor

Figure 3. shows the Arduino Uno, a versatile open-source microcontroller board with 14 dig-
ital 1/0 pins and 6 analog inputs, powered via USB or external sources and programmed us-
ing the Arduino IDE. Figure 4. presents the ultrasonic sensor, which measures distance by
sending sound waves, enabling accurate obstacle detection for the rover.
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Figure 5: IR Sensor Figure 6: ESP 8266 Wi-Fi Module

As shown in Figure 5. the IR sensor detects objects by sensing reflected infrared light. It is
energy-efficient, highly responsive, and commonly used in autonomous devices to detect ob-
stacles. Figure 6. shows the ESP8266 Wi-Fi module, which enables the system to communi-
cate wirelessly. It hosts a web server that displays real-time data like location, ultrasonic, and
infrared sensor readings, and allows remote control of the rover through an intuitive interface.

METHODOLOGY

The Metal Eye Rover project took a modular, step-by-step approach, which really helped us
piece together the hardware, firmware, wireless components, and smart sensors in an orga-
nized manner. The project revolved around several key parts: setting up the system, develop-
ing the firmware, assembling the hardware, establishing wireless communication, implement-
ing facial recognition, making decisions, and finally, testing everything out. See the image in
Figure 7. to view the entire process being used, end-to-end, along with the tests.
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Figure 7:Methodology

System Initialization and Wireless Setup

At the start, the Arduino UNO microcontroller gets all the connected hardware components
up and running, which includes ultrasonic sensors, IR sensors, a GPS module, a servo motor,
and a buzzer.The ESP32-CAM and ESP8266 modules can connect to Wi-Fi and then act as
their servers.The ESP32-CAM takes care of real-time video streaming and face detection,
and can see its web server interface in Figure 8.
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Figure

Meanwhile, the ESP8266 module is responsible for telemetry data visualization &remote
command reception. It hosts a simple dashboard accessible via local IP, as shown in Figure 9.

Figu re: ESP8266 Web-Based Dashboard for Telemetry and Control.

Integrated Firmware, Sensing, and Real-Time Alert System

The Metal Eye Rover operates on custom firmware developed using Arduino IDE and Visual
Studio Code, built with a modular structure for easier debugging, upgrades, and testing. It
integrates sensor data acquisition, motor and buzzer control, and wireless communication be-
tween the ESP32-CAM and ESP8266 modules. While the ESP8266 manages GPS updates
and real-time sensor feedback on a dashboard, the ESP32-CAMstreams live video, which is
processed by a Python-based face detection algorithm to identify individuals. To ensure intel-
ligent environmental awareness, the system uses ultrasonic and infrared sensors to detect
nearby obstacles and motion; when an obstacle or unknown face is detected, the Arduino
triggers a buzzer alert for immediate response. This compact integration of sensing, alerting,
and real-time video processing boosts the rover’s reliability in dynamic environments. Real-
Time Object Detection is visually presented in Figure 10.
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Face Detection and Object Detection

In our face detection system, we have used an advanced camera which helps capture video
footage using OpenCV from a webcam. This assists in accurate facial detection. This system
is designed to be highly adaptable and can be used in various scenarios.We have implement-
ed face detection because if the system is deployed on a mission especially a military or sur-
veillance mission it can monitor activities and detect individuals using previously registered
data. It scans each video frame and compares it with known faces. If a match is found, it dis-
plays the person's name. If no match is found, it labels the face as "Unknown."In Figure 11.
Known and Unknown Face Detection with Time Tracking

Figure 11: Known and Unknown face with time tracking

Both web interfaces are designed with responsive CSS to ensure optimal performance across
desktops, tablets, smartphones, and all screen orientations.

System Design & Flowchart

The Metal Eye Rover is a smart blend of hardware and software, designed to move on its
own, detect obstacles, and stream live video all while staying connected. At its core, an Ar-
duino UNO processes data from sensors like ultrasonic and infrared to detect nearby objects
and control the motors and buzzer accordingly. The system ensures stable power delivery to
key components like the ESP32-CAM and ESP8266, making sure everything runs smoothly.
The ESP32-CAM handles video streaming, while the ESP8266 manages sensor data and re-
mote control via dedicated servers for reliable operation. It’s also built with a modular setup,
allowing easy part replacements and strong wiring for durability across different environ-
ments. When powered on, the Arduino initializes its pins and modules: the ultrasonic sensor
starts measuring distance, the GPS begins sending location data, the buzzer gets ready for
alerts, and the ESP8266 connects to Wi-Fi. Meanwhile, the ESP32-CAM boots up separately
and prepares its camera for streaming. The complete system workflow is illustrated in Figure
12.
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Figure 12: Flowchart of 10T Process.

Project Algorithm

This algorithm explains how the Car for Diverse Environment: A Metal Eye Rover works. It
shows how the different parts of the hardware and software work together to do things like
watch in real-time, spot objects, and send out alerts. It puts together things like getting data
from sensors, video, face recognition, and alert systems to keep an eye on different places
without stopping.

Explanation:

e The system powers on all critical modules simultaneously to ensure readiness.

e The ESP32-CAM handles live video capture and streaming, enabling remote visual sur-
veillance. The ESP8266 NodeMCU manages sensor telemetry data and provides a user-
friendly web interface for real-time status updates and manual control.

e The Arduino UNO coordinates sensor data acquisition and buzzer activation based on ob-
ject proximity.

e A dedicated face detection program processes the video stream independently to identify
known and unknown faces, improving security responsiveness.

e Continuous looping of these steps ensures uninterrupted monitoring and immediate alert
generation.

International Journal of Advanced Research & Higher Studies

ID: 250310 "
www.ijarhs.com

100


http://www.ijarhs.com/

© IJARHS November 2025, Volume 4, Issue 3 ISSN

Overall System Pseudocode

START

3
POWER ON ALL MODULES

8 a

ESPB2-CAM ESP3266  Arduino UNO

{

ESP32-CAM CONNECTS TO WIFI
AND STARTS VIDEO STREAMING

a0 o»

Q2F OoN
$

ARDUINO UNO ACTIVATES THE
ULTRASONIC SENSOR AND
BUZZERLOGIC _—

]
i

ESP32-CAM STREAM
ACCESSED THROUCH IP

ESP32- CAM STREAM

ACCESSED THROUGH
% (HTTP://...) @ ®HTTR/L)
A
PYTHON FACE DETECTION IF KNOWN FACE
STARTSSEPARATELY 3 DETECTED
AND MONITORS A-> &
CAMERA FEED 5
4 ¢
LooP IF UNKNOWN FACE
AL € 5 SHOWALERT
PROCESSES

Le

Figure 13: Algorithm of the project.
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The overall system pseudocode outlines how the Metal Eye Rover operates step by step in
real-time. Once powered on, it initializes all core components—including the Arduino UNO,
ESP32-CAM, and ESP8266NodeMCU. The Arduino constantly checks for nearby obstacles
using an ultrasonic sensor, and if any object is detected within 5 cm, it activates a buzzer to
alert the surroundings. Simultaneously, the ESP32-CAM streams live video over Wi-Fi, al-
lowing users to monitor the rover remotely via a web browser. The ESP8266 handles GPS
tracking and updates the rover’s location and sensor data to a real-time dashboard. Addition-
ally, a separate Python-based face recognition system analyzes the video feed to identify
known or unknown individuals, triggering an alert if an unknown face is detected. The com-
plete pseudocode is illustrated in Figure 14.
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Figure 14: Pseudo-code of the algorithm.
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Circuits Diagram

The Arduino UNO is like the rover's brain, and it runs on a rechargeable battery (usually
7.4V to 12V). It outputs 5V to power multiple applications. The HC-SR04 sensor is connect-
ed to pins D9 and D10 to send signals as well as to listen for the answers. Infrared sensors
connect to AO and Al to detect if the path is clear or not. The SG90 motor that is controlled
by pin D6 also operates at 5V.There is a buzzer on pin D8 that sounds when the rover gets
close to something. The L298N driver is utilizing pins D2 to D5 to operate two DC motors.
These motors are powered by their own 12V source so that they can work without any issues.
This driver gives the possibility to the motors to go forward, backward and turn.

e i )
Arduino UNO JJ~

Figure 15: Arduino UNO Control unit. Figure 16: ESP8266 with GPS and Sonar sensor.

Figure 15. and Figure 16. together illustrate the complete circuit diagram of the Metal Eye
Rover system.The ESP8266 communicates with the Arduino UNO through serial communi-
cation. It receives current data from the GPS, sonar, and IR sensors. Then, it displays this da-
ta on a simple web dashboard that is accessible via Wi-Fi. This diagram depicts how the vari-
ous components of the Metal Eye Rover complement each other: the Arduino UNO, ESP32-
CAM with face recognition, ESP8266, GPS, sonar and IR sensors, motors, and all the wiring.
All the parts are working in unison so that the rover can drive itself and you can monitor the
situation from a distance without any delay.

| Figure 17: Complete Metal Eye Rover System.

RESULT ANALYSIS

To evaluate the Metal Eye Rover’s overall performance, several key metrics were calculated
using data collected during real-time testing. These included accuracy, success rate, false pos-
itive rate, response time, and system uptime. The formulas used are:

Successful Outcomes
Success Rate (%) = Total Tost Rums x 100.

False Positive Rate (%) = False Positives 100
alse Positive Rate (%) = Total Attempts
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Response Time (ms) = Time measured from signal sent to action received using Arduino’s
millis() function.

Svstem Unei %) — Uptime Duration % 100
ystem Uptime (%) = 20 Operation Time

During extensive indoor and outdoor tests, the rover demonstrated its ability to navigate au-
tonomously, stream live video, and respond quickly to obstacles with high precision. The
GPS module accurately tracked its location, and the system remained stable throughout long
operation periods. The summarized results of these performance tests are presented in Table
1. below.

Table 1. Performance Metrics Summary

Category Metric Value
Navigation Obstacle Detection Accuracy 98.50%
Navigation Success Rate 95.20%
Communication Command Response Time <150 ms
Video Streaming Latency 200—-300 ms
Face Detection Detection Accuracy 91.30%
False Positive Rate 6.20%
Power Battery Life 2.5 hours
System Reliability Wi-Fi Uptime 99.10%
Environmental GPS Accuracy (Outdoor) +3.8 meters
Surface Incline Tolerance Up to 15°
CONCLUSION

What truly sets the Metal Eye Rover apart is its modular and expandable design, making it
easy to upgrade with new components, features, or technologies. Unlike typical prototypes,
it’s built for real-world use across various scenarios such as education, military surveillance,
disaster response, and environmental monitoring. Looking ahead, the rover can be enhanced
with Al for object recognition and smart navigation, advanced sensors like LIDAR and ther-
mal cameras, long-range connectivity via 4G/5G or LoRa, a more durable all-terrain design
with solar charging and waterproofing, and even swarm intelligence for coordinated missions
transforming it into a powerful tool for advanced autonomous operations.

Most surveillance robots do simple things like avoid stuff and stream video, but the Metal
Eye Rover is special because you can change its parts and make it better. What's really cool is
that it can change over time. It's not stuck doing just one thing. It's made to work with Al,
smart sensors, and long-distance communication. This means it can be used in actual situa-
tions, not just for trying things out. It can do a lot, from watching over military areas to gath-
ering information about the environment. It's flexible and can be used in bigger and better
ways without needing a lot of changes.
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